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ENIGMA

HE THONG GIAO DICH RIENG TU, BAO MAT VA

KHONG THE TRUY XUAT DANH CHO CLOAKCOIN



1. TOM TAT

CloakCoin la tién s6 ma hdéa dudc thiét ké dé tao diéu kién cho
cdc giao dich phi tép trung, riéng tu, bdo mat va khong thé truy
xudt véi Enigma.

Cloak I moét coin PoW/PoS (Proof of Work, Proof of Stake) kép,
hién dang trong giai doan Proof of Stake (sinh 1di).

Enigma la hé théng thanh todn riéng tu, an toan va khéng thé
truy xudt cdia CloakCoin, tao cd s cho su phdt trién tuang lai va
cung cap hé théng giao dich nén tang cho cdc Ung dung phi tap
trung chay trén mang ludi CloakCoin.

Van dé bdo mét hién nay cé |1é quan trong han bao gid hét. Téc
dd tién bd nhu vi bdo cta cébng nghé da nhanh chéng md rong
tdm nhin cla ching ta va két néi thé gidi han bao gig hét. Nhg
su ra d@i cdia Bitcoin vao ndm 2009, tién s6 md héa dang dan trd
thanh xu hudng va bdy gid chiing ta cé thé chuyén tién ky thudt
s6 an toan trén toan thé gidi ngay lGp tdc, vdi siic manh cua
blockchain.

Khi tién s6 md héa dudc chdp nhén réng rdi han, ngay cang cé
nhiéu diéu ludt han Ia khéng thé trdnh khoi. Tdc déng cta nhiing
diéu luat nay la cé thé thdy trudc, nhung nhiéu ngudi lo ngai nd
cé thé la qud ha khdc va nhdm kiém ché mét s6 khia canh tu do
cla tién dién tu.
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ENIGMA

Enigma 1d mét dich vu két hdp phi tdp trung, off-blockchain
(ngodi chubdi) cho phép ngudi dung trén mang ludi CloakCoin
chuyén Cloak riéng tu va bdo mét cho nhau. N6 dugc thiét ké
dé dam bdo qud trinh két hgp dudc an toan va khéng thé truy
xudt badi cdc nha quan sdt bén thd ba. Diéu nay ddm bdo cdéc
Cloak coin ctia ngugi dung dudc luu gilf an toan trong qud trinh
giao dich va ngudi gdi va ngudi nhdn khdng thé bi rang bubc
hodc lién két véi nhau. Cloak coin khong bao gid dudc chuyén
dén mot bén trung gian trong sudt thdi gian Cloaking, vi vy
coin van an toan. Chung téi cling da lam viéc chdm chi dé dam
bdo hé théng Enigma thudng cho ngudi dung ho trg cdc giao
dich Cloaking va sé ti€p tuc cdi thién quy trinh va khuyén khich
thém nhitng ngudi tham gia tich cuc. Bat ky ai cé coin Cloak
déu co thé tham gia vao hoat ddng Cloaking, cho phép ho dé vi
cta minh chay & ché dé Staking/Cloaking cho phép né hé trg
thu dong trong Cloaking va kiém dudc phan thudng ddng ké.



2. TONG QUAN ENIGMA V1.0

Enigma la gidi phdp cong khai dau tién cda hé thong thanh
todn riéng tu, an toan va khong thé truy xudt cta Cloak. Céc
giao dich Enigma bi “che gidu” khoi nhitng ngusi dung khdc,
nhiing ngudi nhdn dudc phan thudng vi su trg giup cua ho.
Nhitng ngudi dung khdc cung cép dau vao va dau ra cho giao
dich Enigma lam cho giao dich khdong thé xdc dinh nguén va
dich ddng cla giao dich phdi che gi@u. Tat cd cdc thong diép
Enigma trén mang Iudi dugc bdm va ma héa cho nguGi nhdn
nhd CloakShield dé ddm bdo tinh bdo mdat va toan ven di liéu.
Vui long xem Phan 3 - ‘CloakShield’ dé biét thém chi tiét.

2.1. QUY TRINH ENIGMA (POl VOl
CAC NODE ENIGMA CHO PHEP)

THONG BAO ENIGMA

Cdc node Enigma giao ti€p qua mang ludi Cloak va mét node
sé truy xudt cdc node Enigma dang hoat dong khdc. Phdt thong
bdo Enigma (Enigma Announcement Broadcasts) cdnh bdo cdc
node Enigma khdc vé chia khdéa phién céng khai va s6 du
Enigma phdi che gidu hién tai.

YEU CAU CHE GIAU ENIGMA

Khi mét ngudi dung muén gdi mét Giao dich Bi mét (Cloaked
Enigma), ho chon mét loat cdc node Enigma (véi s6 du Enigma
dd cao) va yéu cau ho hod trg che gidu. Node Enigma cé thé ho
trg che gi@iu va gui phdn héi chdp nhdn cho ngudi yéu cau dé
cho biét diéu nay. Néu mét node Enigma tUr chéi tham gia che
gi@u hodc khéng trd I6i kip thdi, mot node Enigma thay thé sé
dugc chon va lién lac.



Bdo vé DDoS (distributed denial of service) sé dua vao danh
sdch den bdt ky node nao cé hanh vi khéng didng déi véi phan
con lqi cua phién. M6t node dugc cho la cé hanh vi khong dung
néu né lién tuc tu choi ky giao dich Enigma hodc ti ch6i chuyén
ti€ép thong diép Enigma. Cdc node che gidu Enigma s dung
giao thuc trao déi khéa Elliptic Curve Diffie Hellman (ECDH) dé
lay bi mét dudc chia sé bdng node khdi tao Enigma, dudc s
dung dé tao ra khéa bi mét dugc chia sé dé ma héa dir liéu
RSA-256 d6i xing gilfa node che gidu va node ngudi gui.

CHAP NHAN CHE GIAU ENIGMA

Khi node Enigma chdp nhdn yéu cau 'che gidu', né cung cap
danh sdch cdc dau vao va dau ra giao dich dudc st dung cho
giao dich Enigma. S6 tién dau vao dudgc cung cdp bdi node che
gidu phdi I6n hon hodc bdng so6 tién gii Enigma (cdng vdi bat
ky khodn phi ndo). Cdc dau ra dugc lua chon cén thdn sao cho
chidng khdp véi dau ra thuc cia giao dich Enigma cang gan
dung cang tét. Néu dia chi dau ra cta Enigma chua dudgc s
dung trudc d6, moét dia chi thay d6i mdéi sé dudc tao ra bdi
‘Ngudi che gi@u’ (‘Cloaker’). Néu dia chi dau ra clda Enigma
trudc dé da nhén dudc tién, dia chi hién tai cé hoat déng tudng
tu sé dudc ‘Ngudi che gidu’ chon dé trd lai so tién dau vao cla
ho va nhén phan thudng ‘che gidu’ Enigma.

GIAO DICH ENIGMA ‘DUGC CHE GIAU’

Ngugi gli Enigma xdy dung mot giao dich 'che gidu' bdng cdch
st dung cdc dau vao va dau ra dudc cung cdp bdi cdc node
Enigma Cloaker. Ngugi gdi Enigma sau dé thém dau vao va dau
ra cia minh vao giao dich, trudc khi xdo tron tat cé cdc dau vao
va dau ra giao dich dé tao diéu kién thudn Igi cho viéc ‘che giau'.
Giao dich 'dudc che gidu' sau dé dudc ma hda va gui (bdng
CloakShield) cho méi Ngugi che gidu tham gia. Cdc node
Cloaker kiém tra giao dich dé dam bdo cdc dau vao va dau ra
ma chdng cung cdp cé trong giao dich 'dudc che gidu' va mét
hodc nhiéu dau ra cda chung cé dudgc thudng vdéi day dua phi
khong.



Néu kiém tra giao dich dudc théng qua, giao dich dudc ky
(SIGHASH_ ALL + SIGHASH_ANYONECANPAY), dugc ma
héa va chuyén lai cho Ngusi gui Enigma. M6t khi tat ca Ngudi
che gidu Enigma da ky giao dich, Ngugi giii Enigma xdc nhén
giao dich da ky la hgp 1é va ky tén. Giao dich ‘dudc che gidu’
sau do6 dd san sang dé gui téi mang ludi.

2.2.1. TRUY XUAT CAC NODE
ENIGMA CLOAKING

Enigma cho phép cdc node trén mang lugdi Cload phdt thong
bdo dén cdc node khdc. Cdc théng bdo Enigma nay chida ID
khéa céng khai ctia node va sé du hién cé cho cdc hoat dong
che gidu Enigma. Cdc node gilt mét danh sdch cdc node
Enigma hoat dong khdc trén mang dé ching cé thé giao tiép
véi nhau dé che gidu. Cdc ID node dudc tao trén co sé tung
phién; kh&i dong lai client sé lam mdi ID hién tai.

1. M&i vi tao ra mét cdp khda céng khai/bi mat (secp256k1)
cho phién khi khgi dong.

2. Vi thong bdo dinh ky khéa céng khai va s6 du Cloaking
cla phién cho cdc node khdc trén mang Cloak.

3. Cdc node truy xudt cdc node Enigma Cloaking dang hoat
déng khdc va cé thé trao d6i véi ching truc tiép hodc gidn
ti€p (qua CloakShield Onion Routing).



2.2.2. KHGI TAO GIAO DICH ENIGMA

ALICE muén gli 10 CLOAK cho BOB bdng 5 node phoi hgp.

1. Alice phdt yéu cau Enigma dén mang ludi, chlta khéa céng khai
phién Enigma cla cb va so lugng Cloak c6 mudn gli. Yéu cau cua
c6 dudc gli an toan théng qua mét chubi 5 node Enigma dé che
gidu ngudi khdi tao.

2. Catherine dd bdt ‘Ché dé Che gidu’ va tao ra mot kénh md hoéa
CloakShield an toan dé lién lac an toan vdi Alice. Catherine sau
dé xdy dung mét gdi phdan hoéi Enigma va gdi né an todan cho
Alice. Phdn héi nay chia danh sdch céc yéu t6 déau vao va dau ra
cta Catherine ma Alice sé s dung dé 'che gidu' giao dich cla
minh.

3. Alice gidi mé va xUf ly phdn héi Enigma cta Catherine va tao
ra mot giao dich Enigma bdng cdch st dung cdc dau vao va dau
ra cta minh két hgp vdéi cdc dau vao va dau ra cia Catherine.
Giao dich nay dudc ma héa va gui cho Catherine dé ky.

4. Catherine gidi ma giao dich Enigma va thuc hién mot s kiém tra
tinh toan ven trén giao dich dé€ ddm bdo dau vao va dau ra ma minh
cung cdp cé dudc s dung didng va minh cé dudc thudng day du
khong. Néu giao dich Enigma vugt qua cdc bai kiém tra, Catherine ky
nd, md héa né va chuyén ndé cho Alice.

5. Alice tién hanh kiém tra thém vé giao dich dd ky trudc khi minh
ky tén. Giao dich sau dé dudc gli dén mang ludi (dugc gdi an
toan qua cdc node Enigma) dé dua vao block.

6. Khi gioo dich két thic, Bob sé nhdn dudc tién tU Alice va
Catherine sé nhén phan thudng ‘Cloaking’ vi dd ho trg giao dich
Enigma.

7. Do dau vao va dau ra cda Catherine phdn chiéu cla Alice, nén
khéng thé xdc dinh chinh xdc ngudi nhdn va ngudi gui thdt su cda
giao dich Enigma.



Vi DU GIAO DICH ENIGMA

ALICE muén gUi coin an danh cho BOB.

ALICE (-10.0992) CLOAK

(~10) CLOAK + (~0.0992) Enigma fee
= (~10.0992) CLOAK total

Cdc node trén ENIGMA bét dau trao d6i véi nhau.

CATHERINE

Tat cd ngudi ndm gilr
coin déu cé thé tuyén bd
minh I& Node Trén (Mixer
Node), hay con goi la
‘Ngudi che gidu’ (Cloaker)

Tat cd ngusi tham gia

- déu an danh va giao tiép
véi nhau qua kénh dugc
ma haéa.

Vi cta ALICE hién ké’t ndi véi cdc node tron.

Mbi node trén déu gidp
ALICE béng cdch xdo trén
giao dich.

Cdc node tron dudc nhdan thuéné vi che gidu giao dich ctia ALICE.

Mang Iudi cdc node nay
tao ra mét t6 chidc an
danh phi tép trung
tuong ty TOR Onion
Routing.

(+0.0992) CLOAK

Phi tir 0,2% (>1000 coin) dén <<C Hé théng lam viéc lién
1% (0 coin) dudc chia sé gilta (' ) | mach d& d&m bdo tinh &n

tdt cd nhiing ngusi che gidu danh va riéng tu dugc toan
tham gia. VEn,

BOB sau dé nhdn dudgc thanh tédn dugc ma hda cta ALICE.

. BOB (+10) CLOAK
BOB nhdan thanh cong
10 CLOAK mét céch én
danh..




3. CLOAKSHIELD

CloakShield cung cdp phudng thic giao ti€p bdo mat gilta cdc
node trén mang ludi Cloak bdng cdch si dung md héa RSA
doi xiing dudc hé trg bdi mét khda giao dich Elliptic Curve
Diffie Hellman (ECDH). Diéu nay cho phép cdc node trao dai
di liéu an toan, bdo vé khoi nhiing ké ddnh cdp (bén trung
gian) va ké mao danh (tdn céng sybil). CloakShield dudc thiét
ké dé bdo mdt cd Enigma va cdc ing dung CloakCoin phi tdp
trung, déng thdi ddm bdo dir liéu cda ban dugc gilf riéng tu
nhat cé thé.

CloakShield cho phép gui dir liéu dugc md hda tdi mét hodc
nhiéu ngudi nhén. Khi gdi dén mét ngudi nhén duy nhat, giao
dich dudc mda héa RSA bdng khéa bi mét chung ECDH. Khi
gUi dén nhiéu ngudi nhan, giao dich dugc ma héa bdang khda
moét lan va sau d6 khéa dudc ma hdéa cho tiing ngudi nhdn
bdng phudng phdp ECDH/RSA.



TAO KHOA MA HOA CHUNG

Dé Alice va Bob giao ti€p an todan, ho phadi théng nhat mot
khéa ma héa chung. CloakShield st dung ECDH dé thuc hién
Viéc nay:

. Alice c6 khéa riéng tu Enigma dA va khéa cong khai Enigma
QA=dAG (trong d6 G la mot generator tao dudng cong ellip). Bob
c6 khda riéng tu Enigma dB va khéa cdng khai Enigma QB=dBG.

. Alice c6 khéa céng khai dB Enigma cua Bob tu théng bdo
Enigma ma anh ta gi cho mang ludi dé théng bdo anh ay cé thé
ho trg cloaking. C6 dy s dung khéa riéng tu dA cla minh va khéa
cong khai QB cla Bob dé tinh todn khdéa bi mét chung
dAQB=dAdBG (ECDH_compute_key trong OpenSSL).

e  Alice sau dé tao ham bdm SHA256 cua bi mat va thong qua
ham bdm dén phudng phdp OpenSSLEVP_BytesToKey dé lay
khéa ma héa va IV, sé dugdc dung dé md héa dir liéu cho Bob
(bdng ma héa RSA déi xing).

e Alice giG cé thé tao théng diép dugc CloakShield bdo mét cho
Bob.

Khi Bob nhén thdong diép dugc CloakShield tU Alice, anh ta
doc khéa céng khai cta Alice tU phan tiéu dé (header) théng
diép va tao ra khdéa bi mat chung tusng tu nhu Alice, theo
ting budc trén (vdi khéa bi mét clia anh ay, thay vi cta Alice).

Vi Cloak gilt danh sdch cdc khéa CloakShield hoat déng va
sé kiém tra danh sdch khéa CloakShield hién cé trudc khi tao
cdi mdi.



DU LIEU CLOAKSHIELD

CloakShield cho phép bat ky déi tugng dir liéu Cloak ndio dugc
xép theo thd tu va truyén an toan dén mét hodc nhiéu ngudi
nhén. Tiéu dé goi dif liéu CloakShield chia khéa cong khai
Enigma cda ngudi gui va cdc khéa cong khai badm clda ngudi
nhan.

Tiéu dé ctia CloakShield chira hdm bdm xdc minh, dudc tao
ra bdng cdch s dung khéa cdng khai ctia ngudi gli va dir
liéu thé chua dudc md héa. Ham bdm nay dudc xdc minh
trong qud trinh gidi md& dir liéu CloakShield dé ddm bdo rdng
théng tin ngudi nhdn trong tiéu dé khdp vdi khéa ma héa va
dif liéu d6 chua bi thay déi.
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KY THUAT CLOAKSHIELD ONION ROUTING

Onion routing ld mot ky thudt (dugc TOR s dung) dé giao
ti€p dn danh qua mang mdy tinh. Trong mét mang |udi
onion, cdc théng diép dugc déng gdi trong cdc I8p ma hda,
tuong tu nhu cdc I8p cla cd hanh (onion). DT liéu da ma héa
dugc truyén qua moét chudi cdc node mang dudc goi la onion
router (b6 dinh tuyén ci hanh), moéi node sé “bdc” di mét I6p
vd, khdm phd diém dén ti€p theo cta dif liéu. Khi I18p cudi
cung dudc gidi ma, théng diép sé dén dich cda nd. Ngudi g
va@n an danh vi méi bén trung gian chi biét vi tri cda node

ngay trudc va sau no.



ONION ROUTING ANALOGY

Viéc b6 sung chidc ndng ‘oninon routing' vao mang Enigma
(st dung CloakShield) cho phép cdc node giao ti€p gidn
ti€p dé phd v3 phdn tich luu lugng truy cdp. Diéu nay ngdn
cdn nb luc xdc dinh cdc node nao dang giao ti€p véi nhau
hodc cdc node nao dang gdi cdc giao dich dén mang ludi
CloakCoin. Khi mét node Enigma muén giao ti€p véi mét
node Enigma khdc, né chon mét sé node Enigma khdc dé
hoat déng nhu cdc role dé giao ti€p. Mbi I6p da ma hda chi
cé thé dudc gidi ma bdng rdle da dinh [cho I8p cu thé dd
dugc md hda quy dinh]. Sau khi gidi md mét 18p, role
chuyén dir liéu dén node rdle ti€p theo. Viéc dinh tuyén nay
ti€p tuc cho dén khi dir liéu dén dudc ngudi nhén da dinh
clia nd va tat cd cdc I8p da dugc gidi ma lan lugt bdi cdc
node rdle dugc chon. Do bdn chat khép kin cla mang
Enigma, cdc node thodt la khéng can thiét va CloakShield
ddm bdo khéng cé nguy co node rdle doc hodc thay déi dir
lieu dd ma hda.



4. DIA CHI STEALTH

Cloak sir dung hé théng Enigma dé tao diéu kién thudn Igi cho cdc
giao dich riéng tu/bdo mat.

CLOAKSHIELD - GIAO TIEP NODE NAY VG| NODE KHAC
Khi kh&i déng, moi vi Cloak tao ra mét cdp khda [NID_secp256k1]
(Khéa Ma Hda Cloaking/ CEK) cho phép ching lay dudc cdc khéa
bi mdat ddc biét bdng ECDH vdi khéa riéng tu cta chidng va khéa
cong khai cla ngudi nhdn. Giao ti€p nay tao cd sd cho tat cé cdc
giao tiép gilta cdc node lién quan dén Enigma. Xem ‘src / enigma /
cloakshield.h / .cpp’ dé biét thém théng tin vé diéu nay. Giao tiép
dd md hoa dua trén ECDH nay ciing dudc st dung cho dif liéu
onion routing, dugc xu ly béi CloakShield.

Khi onion routing dudc kich hoat, client sé c6 gdng xdy dung mét
onion route hdp & cho dif liéu bdng cdch si dung danh sdch céc
mdy ngang hang Enigma ma nd biét. Node ¢ thé khéng cé két noi
truc ti€p dén cdc mdy ngang hang Enigma, nhung diéu dé khong
can thiét vi cdc gdi dif liéu CloakData (dir liéu dugc ddng goéi dé
dinh tuyén bang CloakShield) dudc chuyén ti€ép ngang hang. Mot
onion route thudng sé bao gom 3 tuyén riéng biét dén node dich,
véi 3 node hop trén méi tuyén. Nhiéu tuyén dudc si dung dé xu ly
vdi cdc tinh huéng node dinh tuyén rét xuéng ngoai tuyén.

Cdc node dinh ky gdi Thong bdo Enigma (src/enigma/
enigmaann.h) cho cdc mdy ngang hang dé qudng cdo dich vu cua
ho cho viéc onion routing. Cdc node khdc trén mang luu trir cdc
théng bdo (cho dén khi ching hét han hodc dudc thay thé bdng
bdn cdp nhat) va st dung chiing dé xdy dung cdc onion route.



Vi DU GIAO DICH PIA CHi CHE GIAU
Khi mét node gui giao dich Enigma dén dia chi che gidu (stealth
address), nhitng viéc sau sé xay ra:

1. Ngudi gui tao dau vao dé che sé tién dugc gui, phan thudng Enigma
va phi mang [udi (1% & 0 coin dén 0,2% & 1.000 coin trd 1én).

2. Ngugi gui tao déi tugng CloakingRequest (chida sé che gidu (stealth
nonce) chi riéng cho yéu cau nay).

3. Ngudi gui tao 2-4 dia chi thanh todn che gidu mét lan bang dia chi
che gidu cta ngudi nhén va chia s6 tién dudc gui ngdu nhién cho cdc
dia chi.

4. Ngudi gui quyét dinh c6 bao nhiéu ngusi tham gia sé dudgc s dung.
Cé thé chon tu 5-25 ngudi tham gia (méi ngudi tham gia sé nhan

80-120% phi Enigma dudgc chia déu).

5. Ngudi gui dinh tuyén onion route CloakRequest dén mang ludi. Yéu
cAu chuia ‘sé tién gii’ dé€ Ngudi che gidu biét bao nhiéu dé gil lai.

6. Ngudi che gidu nhén CloakRequest va quyét dinh tham gia.

7. Ngudi che gidu cung cdp dau vao X dén ngudi gui va dia chi che
gidiu, v ham bdm che gidu (cho giao dich cta ho).

8. Ngudi che gidu gli PhanH6iChapNhdanCloaking dén Ngudi Gdi. N6
chda dia chi che gidu, s6 che gidu va dau vao TX.

9. Ngudi gli chgd dén khi di Ngudi che gidu chdp nhén.

10. Ngudi gui tao giao dich Enigma bdng dau vao cdia minh va dau vao
Ngudi che gi@iu. Dau vao dugc xdo tron.

11. Ngudi gui tao dau ra TX cho tat cd Ngudi che gidu. Dau ra dudc
chia ngdu nhién va trd lai cho ho. Diéu nay cling c6 thé phdn bé phan
thudng che giau cho nhitng Ngudi che gidu.



12. Ngugi gui tao ra phan tién thu vé cua riéng ho cho Enigma TX.
Day & nhitng dia chi thanh todn che gidu mét lan.

13. Ngudi gui tinh phi TX cia mang va trir di phan thu vé.
14. Ngudi guii gui Enigma TX cho Ngudi che gidu dé ky.

15. Ngudi che gi@u kiém tra TX dé ddm bdo dau vao ¢ hién dién va
chinh xdc va dia chi thanh todn mét lan lién két véi mét trong cdc dia
chi che gi@iu dé thanh todn phan vugt s6 tién dau vao.

16. Ngudi che giau ky tén hodc tir chéi TX va gli chit ky dén Ngudi
gui.

17. Ngudi gui doi chiéu chir ky va chuyén TX da ky dén mang.

18. Cdc node quét giao dich mdi dén cho thanh todn che gidu ciing
nhu thanh todn Enigma va phdt hién bat ky thanh todn hodc thay déi.
Cdc cdp khda va dia chi dudc tao ra cho bat ky thanh todn khdp nao
va cdc dia chi/khéa dudc tao ra dudc luu vao vi dia phuong (local
wallet)

5. TUGNG LAI CUA ENIGMA - HUGNG
PHAT TRIEN TIEP THEO

Enigma tao ra c6t 16i cda CloakCoin va sé tiép tuc dudc phdt trién
va cdi thién khi ching t6i tién 1én cung CloakCoin. Dudi day la
mét s6 tinh ndng dudc Ién ké hoach cho cdc bdn sta d6i trong
tuong lai:

THUAT TOAN PROOF-OF-STAKE BDUGC CAI THIEN
Proof of Stake (PoS) ld mét phugng phdp bdo mdat mang ludi tién
s6 mda héa dua trén ngudi dung thé hién quyén sé hitu coin dé ky
block.



Vé lau dai, xdc sudt ky block Ia ty 1& thudn vdéi sé lugng coin sd
hiru, mét ngudi sé hitu 1% téng cung coin sé c6 thé ky 1% cua
tat cd cdc block proof of stake. So vdi cdch ti€p cdn proof of
work, proof of stake doi héi it siic manh tinh todn hon ddng ké,
va do dé su dung it ndng lugng hon.

COIN AGE VA PROOF OF STAKE TUYEN TINH

Nguyén tdc cd bdn dé thuc hién hau hét cdc Proof of Stake, bao
gém cd CloakCoin, la khdi niém vé Coin Age. Vé cd bdn, ddy la
mét thudc do mot ngudi s hitu coin gilr coin bao IGu ma khong
chi tiéu hodc di chuyén chung. TU thgi diém hoan thanh giao
dich, cdc coin |a mét phan cta giao dich bat dau tich IGy Coin
Age (bdt dau tir s& khéng). G dang don gidn nhét cta nd, dudc
goi la "linear coin age" (“tudi coin tuyén tinh”), coin sé tich IQy
moét phut/gid/ngay/ndm clda Coin Age thanh ting phut/gic/ngay/
ndm tudi. Vi du, mot ngudi ndm gilr 365 coin trong 100 ngay tich
Gy 36.500 ‘coin day’ (ngay coin), hodc khodng 100 ‘coin
year' (‘ndm coin’) (M6t 'coin year' dugc xdc dinh dé tinh cho cé
ndm nhudn, va do dé khong chinh xdc 365 ngay, ma la ~ 365,24
ngay).

Thiét ké Proof-of-Stake tuyén tinh d@ dén nhdn nhiéu chi trich
lién quan dén Coin Age. Nhiéu ngudi ldp luén réng Proof-of-
Stake tuyén tinh khuyén khich tich trir coin (cé thé cé dnh hudng
bat Igi dén khoi lugng giao dich va chuyén nhugng). M6t sé khdc
than phién radng Proof-of-Stake tuyén tinh cé thé dnh hudng dén
su hiéu qud an ninh mang. Viéc trién khai Proof-of-Stake tuyén
tinh thudng bi dnh hudng do ngudi dung két néi dinh ky vdi
mang Cloak dé dat coc tién cla ho va sau dé ngdt két néi khi tat
cd cdc Coin Age da bi phd huy.

Ngudgi dung sau dé dgi cho dén khi Coin Age dugc b6 sung trudc
khi 1dp lai qud trinh két nGi-stake- ngdt két néi. Diéu nay khéng
cung cdp su bdo mdat té6t nhat cho mang, va mét thubt todn
Proof-of-Stake thudng thudng xuyén hodc lién tuc staking sé co
Igi nhat cho CloakCoin va tién Proof-of-Stake cé lién quan.



Dé ddm bdo nhitng Ngudi che gidu Enigma dudc khen thudng
cang nhiéu cang tét, Coin Age phdi dudc loai bo khoi thudt todn
Proof-of-Stake clia CloakCoin. Diéu nay sé ddm bdo rang Ngudi
che gidu nhdn dudc cd phan thudng toan phan va bat ky phan
thudng Enigma Cloaking nao. Viéc b6 sung thanh phan téc dé
trong tinh todn phan thudng staking sé tiép tuc thudng cho cdc
node che gidu Enigma dang hoat déng, khuyén khich ngudi
dung tham gia vao Enigma Cloaking dé tdng thém Igi ich thu
dudc cldia ho ngodai phan thudng Cloaking ki€ém dudc.

Ngodi viéc cung cdp phan thudng Idn hon cho ngusi dung tham
gia tich cuc, mot thudt todn Proof-of-Stake dudc cdi tién cling
cung cap nhing cdi tién ndi trén cho hé théng an ninh.

KET HGP VA PHAN TACH GIAO DICH ENIGMA

Enigma hién tao mét giao dich ‘dugc che giGu’ cho méi lan
chuyén.

Chung téi hién dang tién hanh lam bdn cdp nhét cho framework
Enigma sé cho phép nhiéu giao dich Enigma dudc két hgp thanh
mot siéu giao dich Enigma. Diéu nday sé gilp nhiéu giao dich
'dudc che gidu' mét cdch hiéu qud va cung cdp khd ndng dan
danh |8n hon cho ngudi dung Cloak. Viéc md rong nay sé cho
phép ngudi dung chon sé lugng cdc giao dich Enigma clng hap
tdc ma ho yéu cau ngodi s6 lugng Cloakers.

Viéc b6 sung nay van hodn toan phi tdp trung, riéng tu va an
toan. M6t cdi tién gui Enigma khdc hién dang dugc Nhém Cloak
trién khai la khd ndng 'che gidu' mét lugng 18n Cloak bdng mét
loat cdc giao dich Enigma nhé hon. Dé dat dudc diéu nay, ngudi
dung sé chon sé lugng Cloak ho muén gii dugc che gidu dén
moét dia chi. CloakCoin sau dé sé lam viéc & nén tdng dé tao ra
mot s6 giao dich Enigma nhé han véi s6 lugng bdng nhau cé thé
dudc che gidu va gui téi mang Cloak trong mét khodng thdi
gian nhat dinh. Quy trinh x{ ly theo dgt nay sé tuong thich vdi
cdc giao dich Enigma 'két hgp', cung cdp thém khd ndng bdo vé
che gidu cho viéc chuyén tién.



6. CAU HOI THUONG GAP

NHOUNG NGUGI CHE GIAU HO TRG GIAO DICH
ENIGMA NHU THE NAQ?

Nhitng ngugi che gidu cung cdp mét hodc nhiéu dau vao dugc
st dung dé ‘che gidu’ dau vao tU ngudi gdi. Ngudi che gidu
cling cung cdp mot loat cdc dia chi trd lai dé trd lai dir liéu dau
vao cla ho va ciling dé thudng cho ngudi che gidu mot khodn
phi. Dia chi trd lai dugc chon cdn thdn dé uu tién dia chi hoat
dong. Diéu nay gdy khdé khdn rat 16n cho bat cd ai thuc hién
phdn tich blockchain dé xdc dinh dau ra thuc su cda mot giao
dich Enigma. Hé théng Enigma ciing sé kiém tra dia chi dich dé
cdc dau ra 'dugc che giau' phdn chi€éu dau ra thuc cang chat
ché cang tot.

GIAO DICH ENIGMA MAT BAO LAU DE HOAN TAT?
Cdc giao dich Enigma hién dudc tinh todn mat mét phat dé
hoan thanh. Cdc node Cloaking gilp 'che gidu' giao dich
Enigma sé du trir s6 tién can thiét cho dén khi giao dich Enigma
hoan thanh hodc hét thai gian quy dinh. Trong truéng hdp giao
dich Enigma d& hét han hodc bi huy, tién dugc md khda cuc bb
dé tdi st dung.

ENIGMA TAC DONG STAKING NHU THE NAO?

Bat ky coins ndo dudc st dung trong giao dich Enigma (véi tu
cdch la Ngudi gli hodc Ngudi che gidu) sé cé thiét IGp lai coin-
age cta ho. Tuy nhién, can luu y rdng viéc tham gia vao viéc
che gidu sé mang lai Igi nhuén cao hon nhiéu so véi staking.
Doi ngi Cloak dang lam viéc dé sda lai thudt todn Enigma cho
bdn phdt hanh hard-fork sdp tdi (Enigma 1.1). Vui long xem
Phan 5 - ‘Tudng lai cta Enigma — Hudng phdt trién ti€p theo’
dé biét thém chi tiét.



TOIL €O CAN MOT SO TIEN CLOAK NAO TRONG Vi
CUA MINH BE TRG THANH ENIGMA CLOAKER?

Ban cé thé cung cdp cdc dich vu che gi@iu bat ké sé du trong vi
CloakCoin cuia ban la bao nhiéu. Khi Enigma Cloaking dudc kich
hoat, CloakCoin sé& danh mét phan sé du cta ban dé tham gia
vao Enigma Cloaking, ma ban sé kiém dudc phan thudng
Cloaking. So6 tién du trlr mdc dinh ld ~50%, nhung gid tri nay cé
thé dudc ngudi dung diéu chinh. Gid tri dudc chon sé dudc chon
ngdu nhién dé ngdn chdn viéc lién két théng bdo Enigma béng
s6 du Cloaking dudc qudng cdo.

Can luu y rang vi véi sé du cao han cé cd héi cao han dé dudc
chon lam Ngugi che gidu vi ching cé nhiéu khd ndng cé s6 du
Cloaking can thiét han cho cdc giao dich Enigma I8n hon.

VIEC NAY BAO VE CHONG LAl TAN CONG THEO
THGI GIAN NGI MA Al DO TIM KIEM DAU VAO VA
PDAU RA TUGNG TU TREN BLOCKCHAIN NHU THE
NAO?

Cdc giao dich Enigma tdp hgp cdc dau ra va ddm bdo rang cé
nhiéu két qud dau ra phu hgp dé 'che gidu' dau ra cda ngudi
nhan.

NGUGI KHGI TAO GIAO DICH ENIGMA CO THE
PUGC XAC BINH BANG CACH KIEM TRA CHU KY DE
XAC BINH THU TU KY KHONG?

Khong. Trong qud trinh ky, thd tu chif ky cia tGp Iénh dugc chon
ngdu nhién khi két hdp cdc chir ky. Ngusi gdi va ngudi tham gia
che gidu thuc hién viéc nay.

KE NGHE TROM CO THE GIAM SAT MANG LUGI BE
XEM GIAO DICH ENIGMA SAP DI RA PUCC BUA LEN
MANG DE XAC PINH NGUGI GUI THUC KHONG?
Khéng. Tat cd cdc bén gui giao dich Enigma vao mang theo
thd tu ngdu nhién. Diéu nay lam gidm thiéu ngdn chdn cdc
cudc tan cong nghe trém nhu vay.



CHI PHIi CHO MOT GIAO DICH ENIGMA LA BAO NHIEU?
1% & 0 coin dén 0,2% tu 1.000 coin trd 1én. Mdc nay dugc s
dung dé thudng cho cdc node Enigma hd trg che gidu giao
dich Enigma. Phi nay sau dé dudc két hdp véi giao dich va
chia ra gitta nhiing ngudi che gidu. N6 khéng chi 1 phan
thudng cho ngudi tham gia, ma con dugc st dung dé quyét
dinh s6 lugng giao dich khé khéng thé thuc hién dugc. Moi
ngudi tham gia nhdn 80-120% cua giao dich Enigma dudc
chia déu nhau.

PHI ENIGMA BUGC XAC BINH NHU THE NAO?
Phi Enigma % dudc tinh trén méi giao dich theo ty 1é nhu sau:
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10 0.992 0.0992
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ENIGMA CO YEU CAU HARD-FORK MANG LUGI

CLOAK KHONG?

Khéng. Khdch hang cii cua CloakCoin sé xu ly cdc giao dich
Enigma ma khéng gdp van dé gi, nhung ho sé khéng thé tao
ra ching hodc tham gia vao viéc 'che gidu' chidng. Tuy
nhién, bdn sla déi ti€p theo cia Enigma sé yéu cau hard-
fork do thay déi thudt todn Proof-of-Stake nén tdng va ho
trg cho script opcodes bé sung cho cdc tinh ndng thi trudng
(chdng han nhu Block Escrow).

SO LUGNG NGUGI CHE GIAU TOI PA CO THE HO
TRO MOT GIAO DICH ENIGMA LA BAO NHIEU?
S6 lugng téi da Ngudi che gidu mdc dinh la 25. Hé théng
Enigma linh hoat va con s6 nay cé thé dé dang tdang lén.

ENIGMA BAO VE CHONG LAl ‘NHUNG NGUGI CO
HANH VI XAU’ NHU THE NAO?

Hé théng Enigma cé tinh ndng bdo vé DDoS md réng cho
cdc node ‘danh sdch den’ trong khodng thai gian cia phién.
Néu mét node Enigma lién tuc tlr choi ky, chiing sé bi loqi trir
khéi I6i m&i Enigma Cloaking cho phan con lai cla phién
hién tgi. Chung t6i hién dang nghién clu cdc phudng phdp
b6 sung dé x phat thém cdc node Enigma khéng hgp tdc
va cé khd ndng thuc hién mét hé théng yéu cau Ngudi che
gi@u ky mot khodn phi cé thé hoan trd Iai, khong ddng ké, cé
thé dudc coi Ia hinh phat trong trudng hgp mét node co
gdng chdn mot giao dich Enigma bdng cdch tu chéi ky giao
dich cu6i cung. Can luu y rang trong khi céc node déc hai cé
thé c6 gdng can trd giao dich Enigma, ching khéng thé an
cdp hodc cé hanh xir khéng phu hdp véi bat ky khodn tién
nao.



GIAO DICH ENIGMA VA STEALTH BUGC PHAT HIEN/
NHAN NHU THE NAO?

Tat cd cdc giao dich dén déu dudc quét. Cdc giao dich
stealth dugc quét trudc tién (sir dung pubkey tam thsi mdc
dinh chda trong dau ra OP_RETURN TX ngau nhién). Sau
dd, cdc giao dich Enigma sau dé dugc quét. Cdc giao dich
Enigma cling s dung pubkey tam thdgi tiéu chudn, nhung
cdc khodn thanh todn st dung mét budc b6 sung lién quan
dén moét khda dudc lay tu do tiép theo. Cdc dau ra Enigma
dudc tao ra bdang cdch s dung mét ham bdm cda pubkey
tam thdi, mét ham bdm dia chi stealth va chi muc dau ra.

Khi quét cho cdc giao dich Enigma, cdc dia chi thanh todn
zero-index dudc tao cho mdi dia chi stealth thudc sd hiu
[HASH (ephemeral_pubkey, hash_stealth_secret, 0)]. Néu
tim thdy khdp vdi mot zero-index clia mot dia chi stealth,
dia chi b6 sung dudc tao ra cho cdc chi muc con lai
[num_tx_outputs] va ching dudc quét dé phdt hién thanh
todn. Xem FindEnigmaTransactions trong wallet.cpp dé
biét thém théng tin.

Mot phucong phdp quét tucsng tu dudc sU dung bdi Ngudi
che gidu trudc khi ky mét Enigma TX dé ddm bdo rdng ho
dang nhdn dudc hoan trd chinh xdc. Xem GetEnigma
OutputsAmounts trong wallet.cpp dé biét thém théng tin.
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